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Lecture 1: Network protocols and PKI 
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Recap BGP, HTTP, DNS from CSCI-351
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Border Gateway Protocol
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ASs, Revisited
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AS Numbers

Each AS identified by an ASN number 
! 16-bit values (latest protocol supports 32-bit ones) 
! 64512 – 65535 are reserved 
Currently, there are > 20000 ASNs 
! AT&T: 5074, 6341, 7018, … 
! Sprint: 1239, 1240, 6211, 6242, … 
! North America ASs ! ftp://ftp.arin.net/info/asn.txt
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Inter-Domain Routing
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Global connectivity is at stake! 
! Thus, all ASs must use the same protocol 
! Contrast with intra-domain routing 
What are the requirements? 
! Scalability 
! Flexibility in choosing routes 
■ Cost 
■ Routing around failures



Web and HTTP
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Web pages consist of objects 
Object can be HTML file, JPEG image, Java applet, etc. 
Each object is addressable by a URL

cs.rit.edu/index.html
Domain name (host name) Path name (object)

DNS
Host

GET /index.html



HTTP Basics

HTTP layered over bidirectional byte stream

Interaction
Client sends request to server, followed by response 
from server to client
Requests/responses are encoded in text

Stateless
Server maintains no information about past client 
requests
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HTTP Request

Request line
Method

GET – return URI
HEAD – return headers only of GET response
POST – send data to the server (forms, etc.)
…

URL (relative)
E.g., /index.html

HTTP version

�10

GET /foo/bar.html HTTP/1.1



HTTP Request 

Request headers (each ended with CRLF)
Acceptable document types/encodings
Etag - Cache Identifier

If-None-Match
Referrer – what caused this page to be requested
User-Agent – client software
Cookie - previously stored information
Content-Length - Size of data (only on POST)

Blank-line (CRLF)
Body
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HTTP Header (www.example.com)
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HTTP Response

Status-line
HTTP version
3 digit response code

1XX – informational
2XX – success

200 OK
3XX – redirection

301 Moved Permanently
303 Moved Temporarily
304 Not Modified (for etag)

4XX – client error
404 Not Found

5XX – server error
505 HTTP Version Not Supported

Reason phrase

�13



Domain Name System (DNS) 

example.com's
Authoritative
DNS Server

Browser
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DNS Resolver

example.com example.com

A records*

155.33.17.68

A records

155.33.17.68

*A record: one of the DNS records that contains IP addresses of a domain name
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Security Problems
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Security Internet Protocols
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HTTPS
RPKI

DNSSEC

All of them use “PKI"



Are we safe now?

 18



 19



 20



Why are we still in trouble?

• Discrepancies between how they are designed and actually used
• Economic or technical reasons 

• Lots of different versions of protocols and different ways of 
implementation  

• Vulnerabilities are typically found by luck rather than by 
systematic means.
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We need a data-driven approach to security



About this class
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Goal: better understand how secure protocols work,  
are actually used in practice, and they could be improved

?
Measurement Security & Privacy+



Goals of PKI:
Authentication, Authorization and Encryption

• Authentication
• verifying the identity of a user or process

• Authorization
• the action or fact of authorizing or being authorized.

• Encryption
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Public Key Cryptography

Encryption

Public

Private

Alice

Authentication 

Alice
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Public Key Infrastructure

How can I trust this key?

PKI
Public Key Infrastructure (PKI) supports 
the (1) distribution and (2) identification of public key

….
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Hierarchical 
 Public Key Infrastructure

I only trust this key(s)

Trust Anchor(s)

Hierarchical
PKI

Many secure protocols in the Internet rely on 
hierarchical PKI

Oh. now I trust your key
Chain of trust
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Again, 
Signing and verification process

 27

Data

Hashed Data
(Digest)

Hash function 
(e.g., SHA256) 

Data

Decrypted Digest

Signature
(Encrypted Digest)

Signature
(Encrypted Digest)

Hashed Data
(Digest)

Hash function 
(e.g., SHA256) 

Public

Private
Sender Receiver Public

Same or not?



Hash (Digest)

• Originally is used to index the 
original value or key

• A one-way operation
• Time complexity

• Obtaining a hash value is O(1)
• Conjecturing keys from the 

hash is….
• In case of sha256, 
• it takes 10**57 minutes 

(theoretically) 
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Key
Hash Function Value


